Abstract. Cryptographic hash functions are an essential building block for security applications. Until 2005, the amount of theoretical research and cryptanalysis invested in this topic was rather limited. From the hundred designs published before 2005, about 80% was cryptanalyzed; this includes widely used hash functions such as MD4 and MD5. Moreover, serious shortcomings have been identified in the theoretical foundations of existing designs. In response to this hash function crisis, a large number of papers has been published with theoretical results and novel designs. In November 2007, NIST announced the start of the SHA-3 competition, with as goal to select a new hash function family by 2012. About half of the 64 submissions were broken within months. We present a brief outline of the state of the art of hash functions half-way the competition and attempt to identify open research issues.
Cryptographic hash functions map input strings of arbitrary length to short fixed length output strings. They were introduced in cryptology in the 1976 seminal paper of Diffie and Hellman on public-key cryptography [4] . Hash functions can be used in a broad range of applications: to compute a short unique identifier of a string (e.g. for a digital signature), as one-way function to hide a string (e.g. for password protection), to commit to a string in a protocol, for key derivation and for entropy extraction.
Until the late 1980s, there were few hash function designs and most proposals were broken very quickly after their introduction. The first theoretical result is the construction of a collision-resistance hash function based on a collision-resistant compression function, proven independently by Damgård [3] and Merkle [10] in 1989. Around the same time, the first cryptographic algorithms were proposed that are intended to be fast in software; the hash functions MD4 [14] and MD5 [15] fall in this category. Both were picked up quickly by application developers as they were ten times faster than DES; in addition they were not patent-encumbered and they posed less export problems than an encryption algorithm. As a consequence, hash functions were also used to construct MAC algorithms (e.g., HMAC as analyzed by Bellare et al. [2, 1] ) and even block ciphers and stream ciphers.
During the 1990s, a growing number of hash functions were proposed [13] , but unfortunately very few of these designs have withstood cryptanalysis. Notable results were obtained by Dobbertin, who found collisions for MD4 in 1995 [5] . Very few theoretical results were available in the area. At the same time however, MD5 and SHA-1, the latter introduced in 1995 by NIST (National Institute for Standards and Technology, US) [7] , were deployed in an ever growing number of applications, resulting in the name "Swiss army knifes" of cryptography.
Wang et al. made substantial progress in the differential cryptanalysis of hash functions of the MD4 type: in 2004 they found collisions for MD4 by hand and for MD5 in a few minutes [17] . They managed to reduce the cost of collisions for SHA-1 by three orders of magnitude [16] . Suddenly hash functions moved to the center stage in cryptology: many new theoretical results were obtained, new designs were proposed and the cryptanalytic techniques of Wang et al. were further developed. Today RIPEMD-160 [6] seems to be one of the few older 160-bit hash functions for which no shortcut attacks are known. In 2002, NIST introduced the SHA-2 family of hash functions [8] with as goal to match the security levels provided by 3-DES and AES (output results of 224 to 512 bits). Even if attempts to cryptanalyzed SHA-2 have failed so far, there is a concern that the attacks of Wang et al. would also apply to these functions, which have design principles that are quite similar to those of SHA-1.
In November 2007, NIST announced that it would organize an open competition to select the SHA-3 algorithm [11] . In October 2008, 64 candidates were submitted; 51 of these were admitted to the first round and in July 2009, 14 were selected for the second round. In December 2010, NIST will announce 4 to 6 finalists; the final winner will be announced in the second Quarter of 2012.
Our talk presents an overview of the state of hash functions. We discuss the main theoretical results, describe some of the most important attacks, including the rebound attack [9] . Next we give an update on the status of the SHA-3 competition and explain why SHA-3 will be a hash function that is very different from SHA-2. One can expect that the SHA-3 competition will result in a robust hash function with a good performance, that will co-exist with SHA-2. One can also expect that NIST will standardize a tree mode for hash functions to obtain improved performance on multi-core processors (see [3, 12] and several SHA-3 submissions). For the long term, we face the challenging problem to design an efficient hash function for which the security can be reduced to a mathematical problem that is elegant and for which we have a convincing security reduction.
